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Abstract—Mean Time Between Failures (MTFB), now cal-
culated in days or hours, is expected to drop to minutes on
exascale machines. The advancement of resilience technologies
greatly depends on a deeper understanding of faults arising from
hardware and software components. This understanding has the
potential to help us build better fault tolerance technologies. For
instance, it has been proved that combining checkpointing and
failure prediction leads to longer checkpoint intervals, which
in turn leads to fewer total checkpoints. In our work, we
presented a new density-based approach for failure prediction
based on the Void Search (VS) algorithm, and evaluated the
algorithm using real environmental logs from the Mira Blue
Gene/Q supercomputer at Argonne National Laboratory. As we
move to exascale, other problems will also arise as transistor size
and energy consumption of future systems must be significantly
reduced, steps that might dramatically impact the soft error
rate (SER). When soft errors are not detected and corrected
properly, either by hardware or software mechanisms, they have
the potential to corrupt applications’ memory state. In our
previous work we leveraged the fact that datasets produced by
HPC applications (i.e., the applications’ state at a particular point
in time) have characteristics that reflect the properties of the
underlying physical phenomena that those applications attempt
to model. These characteristics can be used effectively to design a
general corruption detection scheme with relatively low overhead.
Both of these problems are critical for the HPC community and
a main focus of my Ph.D. research.

I. INTRODUCTION

The astounding advances in transistor technology, which
drove the automatic increases in computational power follow-
ing the famous Moore’s Law since the 1960s (i.e., doubling
CPU speed every 18 months or so), came to an end by
the mid 2000s due mainly to the problems related to heat
disipation when operating at high clock frequencies. Until
then, system designers as well as software developers could
rely on this “free lunch” to make their applications more and
more powerful over time without re-thinking their underlying
algorithms.

When this “free lunch” came to an end, however, the
computing community was forced to shift from the sequential
paradigm, no longer viable in the long run, to the parallel
and distributed one in order to keep scaling their systems and
applications. Of course, this paradigm is not free of problems
either, specially when systems need to scale to hundreds of
thousands — or even millions — of components to handle
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Fig. 1: System utilization as a function of checkpoint and
recovery time (from [1]).

a world with ever-increasing demands for more data and
computation.

One of the areas where parallel and distributed processing
was first adopted, in the form of high performance computing
(HPC) systems, was scientific computing. Science applications
always required, and will continue to require, ever-larger
machines to solve problems with higher accuracy. Future HPC
systems promise to provide the power needed to tackle new
and revolutionary science problems, but they are also raising
new challenges. For example, resilience in HPC systems at
exascale, where supercomputers are projected to have hun-
dreds of thousands of nodes and millions of cores, will drop
mean time between failures (MTBF) from days and hours in
current petascale machines, to just minutes [1], [2]. Moreover,
typical fault tolerance (FT) approaches — such as classic global
Checkpoint/Restart (C/R) — will be rendered useless as it will
be impossible to checkpoint the whole applications’ memory
state in an amount of time small enough to keep a high
utilization rate.

As an illustration of this problem, consider Figure 1. The
effective utilization of a system is calculated as a function
of the checkpoint time and the recovery time, both relative
to the MTBF [1]. The checkpoint interval is calculated using

the well known Young’s Equation 7,,; = /2C(MTBF) [3],
where C'is the checkpoint time. Supposing we want to achieve



a utilization rate of more than 80%, checkpoint time needs to
be kept at 1%-2% of MTBF and recovery time at 2%-5% of
MTBF [1]. Assuming a MTBF of 30 minutes at exascale, we
would need to have a checkpoint time of at most 20 seconds,
and a recovery time of at most 1 minute. With the exponential
grow that applications will experience at exascale, it is highly
unlikely that global checkpoints will be able to be completed
in such a limited time-frame.

Other problems will also arise as transistor size and energy
consumption of future systems must be significantly reduced,
steps that might dramatically impact the soft error rate (SER)
according to recent studies [4], [5]. When soft errors are not
detected and corrected properly, either by hardware or software
mechanisms, they have the potential to corrupt applications’
memory state. These type of errors are commonly known as
silent data corruption (SDC), and are extremely damaging
because they can make applications silently (without the user
knowing it) produce wrong results.

Both of these problems are critical for the HPC community
and a main focus of my Ph.D. research. In the following
section, I will outline the current state-of-the-art regarding
solutions to these two problems, including my own past
research.

II. ERRORS IN HPC
A. Hard Error Prediction

Numerous work has been devoted to the problem of reduc-
ing the large overheads imposed by the classic global C/R
model. For example, [6] and [7] look into data compression
as a solution to scale classic C/R into the future. Although
their results are promising, compression does not break itself
apart from the traditional C/R architecture, so it is unclear
yet for how long it will be viable at extreme scales. More
promising is multi-level (hierarchical) checkpoint, where local
— and very fast — checkpoints to the local storage (such as SSD
disks or RAM disks), or to neighboring nodes’ storage, can be
combined with global checkpoints so as to reduce total global
checkpoint frquency [8], [9]. Furthermore, recoveries can also
be done very fast by reading back local checkpoints from local
storage in the case of a soft error, or from neighboring nodes’
storage in the case of a hard error (e.g., the failed node went
down and can’t be booted up again). The global checkpoint is
used only in cases where local checkpoints are impossible to
be recovered due to multiple failures.

These works can be categorized as reactive; the don’t at-
tempt to understand failures occurring in the system, but rather
to minimize their harmful effects by reducing the amount of
work that needs to be redone after a failure. Another type of
methods aim to decrease checkpoint cost by predicting when
and where failures are going to take place in advance. For
example, if we know in advance where a failure is going to
take place, we can just checkpoint that portion of the system
instead of the whole memory state. In addition, checkpoint
frequency can be substantially reduced if we can predict a
large portion of the total number of failures [10], [11].

Fig. 2: Three voids in a given set of randomly generated points.

Traditionally, only the Reliability, Availability and Service-
ability (RAS) logs produced by different types of systems has
been used for failure prediction [12], [13], [14], [15]. RAS
logs, however, are simple and limited since they are designed
to be read and understood by humans (e.g., system admin-
istrators). These logs are composed of messages generated
by a centralized monitor process, which queries the different
components at a given frequency and may rise a warning if
some value is above a given threshold. For example, the time
to complete an I/O operation is too long of CPU temperature
is too high. Or, it may rise an error if a component is not
functioning correctly or not working altogether. By looking at
one value at a time, however, RAS logs may miss important
patterns hidden in the data.

Environmental logs, on the other hand, are numerical values
directly read from the hardware sensors spread all over the
system such as fan speed, CPU temperature, input voltage, and
so on. Since every new generation of supercomputing systems
come with better hardware sensors and profiling capabilities,
it is of great importance to understand environmental data
especially with respect to resilience. In our previous work [16],
we proposed a failure prediction algorithm — based on the
Void Search (VS) family of algorithms — that works with
environmental logs instead of RAS logs.

Void Search (VS) algorithms are a family of density-based
methods aimed at finding regions of empty — or low density
— space for a given set of data points. These empty regions
are known as voids, and in astrophysics they are essential for
studying galaxy formation and the structure of the cosmic
web [17]. For us, voids are essentially patterns of feature
space for existing data regions. This contrasts sharply with
traditional algorithms which search for patterns of feature
space for existing data points. Voids can be of great interest in
the case where one of the data classes in a two-class learning
problem is hard to characterize. Figure 2 shows an example
of three voids in a two dimensional space.

Our previous work [16] seems to show that the combination
of both, environmental logs and a VS-based algorithm, could



have a great potential for failure prediction in extreme scale
systems. In fact, current state-of-the-art in failure prediction
using RAS logs provides a sensitivity (also called recall) of
about 0.5 (i.e., only half of the failures can be predicted
effectively) [18], while we could achieve well above 0.9
using environmental logs, without incurring in an excessive
number of false alarms. The data used was four months
of environmental and RAS logs from the Mira BlueGene/Q
Supercomputer at Argonne National Laboratory (ANL).

B. Soft Error Detection

The problem of data corruption for extreme-scale computers
has been the target of numerous studies. They can be classified
in four groups depending on their level of generality, that is,
how easily a technique can be applied to a wide spectrum
of HPC applications. They also have different cost in time,
space, and energy. An ideal SDC detection technique should
be as general as possible, while incurring a minimum cost
over the application. These four groups are: hardware-level
detection, process replication, algorithm-based fault tolerance,
and approximate computing.

Hardware-level detection, such as error-correcting codes
(ECCs) in random memory access (RAM) devices, is ex-
tremely general because applications do not require any
adaptation to benefit from such detectors. Recent studies,
however, indicate that ECCs alone cannot correct an important
number of DRAM errors [19]. In addition, not all parts of
the system are ECC-protected: in particular, logic units and
registers inside the processing units are usually not ECC-
protected because of the space, time, and energy cost that
ECC requires in order to work at low level. Historically,
the SER of central processing units was minimized through
a technique called radiation hardening [20], which consists
of increasing the capacitance of circuits nodes in order to
increase the critical charge needed to change the logic level.
Unfortunately, this technique involves increasing either the
size or the energy consumption of the components, which
is prohibitively expensive at extreme scale. Thus, a non-
negligible ratio of soft errors could pass undetected by the
hardware, corrupting the numerical data of HPC applications.
This is what we call silent data corruption (SDC).

Process replication has been used for many years to guar-
antee correctness in critical systems, and its application to
HPC systems has been studied. Fiala et al., for example,
proposed using double-redundant computation to detect SDC
by comparing the messages transmitted between the replicated
processes [21]. The authors also suggested using triple redun-
dancy to enable data correction through a voting scheme. This
approach is general in that applications need little adaptation
to benefit from double and triple redundancy. Unfortunately,
double- and triple-redundant computation always imposes
large overheads, since the number of hardware resources will
be double or triple.

A promising technique against data corruption is algorithm-
based fault tolerance (ABFT) [22]. This technique uses extra
checksums in linear algebra kernels in order to detect and

correct corruptions [23]. However, ABFT is not general, since
each algorithm needs to be adapted by hand, and only some
linear algebra kernels have been adapted, which is only a sub-
set of the vast spectrum of computational kernels. Furthermore,
even applications that employ only ABFT-protected kernels
could fail to detect SDCs if the corruption lies outside the
ABFT-protected regions.

The last group of SDC detection is based on the idea of
approximate computing. In this detection method, a computing
kernel is paired with a cheaper and less accurate kernel
that will produce close enough results. Such results can be
compared with those generated by the main computational ker-
nel [24]. This detection mechanism shows promising results,
but again it is still not general enough, since each application
needs to be manually complemented with the required approx-
imate computing kernels. Furthermore, complex applications
also need to adapt multiple kernels to offer good coverage.

In our previous work [25], [26] we leveraged the fact that
datasets produced by HPC applications (i.e., the applications’
state at a particular point in time) have characteristics that re-
flect the properties of the underlying physical phenomena that
those applications attempt to model. These characteristics can
be used effectively to design a general SDC detection scheme
with relatively low overhead. In particular, we proposed to
leverage the spatial and temporal behavior of HPC datasets to
predict an interval of normal values for the evolution of the
datasets, such that any corruption will push the corrupted data
point outside the expected interval of normal values, and it
will, therefore, become and outlier. We call this approach data-
analytic-based (DAB) fault tolerance. As shown in Figure 3,
the prediction — done using different linear methods, such as
Auto-Regressive (AR) model or Linear-Curve Fitting (LCF) —
is dependent upon recent past values of the same data point.
Therefore, we can think of this problem as a one-step ahead
prediction for a time series.

To reach a high prediction accuracy, one must keep a set
of recent time steps of the data in memory (evident window).
The more data one keeps, however, the bigger the overhead.
Nevertheless, we can keep this overhead under tolerable levels.
If we consider, for example, that a particular predictor needs to
keep the recent data with three time steps for each data point,
the total state memory is usually just a fraction of the total
memory used by the application. This is because applications
may need extra buffers for different computational kernels
(e.g., FFTs). Total memory overhead, then, can always be kept
under 100% using 3-4 time steps, which is better than double-
redundant computation. Furthermore, our techniques do not
incur any network overhead, which is doubled (or tripled) in
process replication.

We perform a comprehensive evaluation using all our pre-
dictors and detectors with a number of popular HPC appli-
cations (two computational fluid dynamic (CFD) kernels and
an N-body cosmology application, all developed at ANL), and
we show that our detectors can guaranteee over 90% of SDC
coverage on real application runs with very high precision.

In previous work [27], we also worked on a new adaptive
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Fig. 3: Runtime One-Step value Prediction Model for SDC
Detection (from [26]).

SDC detection approach that combines the merits of replica-
tion and DAB. More specifically, we have observed that not all
processes of some MPI applications experience the same level
of data variability at exactly the same time; hence, one can
smartly choose and replicate only those processes for which
lightweight data-analytic detectors would perform poorly.

In addition, evaluating detectors solely on overall single-bit
precision and recall may not be enough to understand how well
applications are actually protected. Instead, we calculate the
probability that a corruption will pass unnoticed by a particular
detector. An interesting observation is that generally, the fewer
bits that can get “flipped” in a system, the harder it is to detect
corruptions using software mechanisms. The key idea is that
protecting the data of simulations at this level is not so much
protecting against particular bit-flips as it is protecting against
numerical deviations from the original data.

We evaluated our approach using two applications dealing
with explosions from the FLASH code package [28], which
are excellent candidates for testing partial replication. Our
results show that our adaptive approach is able to protect
the MPI applications analyzed (99.999% detection recall)
replicating only 43-51% of all the processes with a maximun
total overhead of only 52-56% (compared with 110% for pure
duplication).
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