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Supercomputers fail frequently
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[1] “Leveraging 3D PCRAM Technologies to Reduce Checkpoint Overhead for Future Exascale Systems.” 
Xiangyu Dong et al. , SC 2009.

Root causes of failures 
collected by LANL 

during 1996-2005. [1]

ory technologies to extend the life of the checkpoint/restart mech-
anism. Fault detection and silent data corruption is another signif-
icant problem by itself in the supercomputing community, and it
is out of the scope of this work. However, it is still reasonable to
assume that the time required to detect a failure is much less than
the checkpoint interval, even in this work the interval might be as
fast as 0.1 seconds. Therefore, we neglect the overhead caused
by failure detection when we evaluate the performance of our ap-
proaches.

2. CHECKPOINTING IN MPP SYSTEMS
Checkpointing is one of the most widely-used techniques to pro-

vide fault-tolerance for MPP systems. There are two main cate-
gories of checkpointing mechanisms: coordinated or communication-
induced. Using coordinated checkpointing, all cooperating pro-
cesses work together to establish a coherent checkpoint, and all the
processes must arrive at consistent states before a checkpoint oper-
ation is performed. Using communication-induced checkpointing,
each process checkpoints its own state independently whenever the
state is exposed to other processes (e.g., when a remote process
reads the page written to by the local process). For large-scale
applications, coordinated checkpointing is more popular [3]. In
this work, we examine coordinated, application-directed, periodic
checkpoints.

2.1 Problems in HDD-based Checkpoint
The in-practice checkpoint storage device is HDD: several nodes

in the MPP system are assigned to be the I/O nodes that are in
charge of the HDD accesses. Thus, the checkpoints have to be
moved from compute nodes to I/O nodes via network connections,
and such data movements consume a large part of the system I/O
bandwidth. Even with a high I/O bandwidth, this checkpointing
operation is still limited by the poor HDD bandwidth.
Although a distributed file system, like Lustre, can aggregate the

file system bandwidth to hundreds of GB/s, in such systems the
checkpoint size also gets aggregated by the scale of nodes, nullify-
ing the benefit.
Therefore, the sustained transfer rate of HDDs (<200MB/s [4])

is a serious bottleneck of HDD-based checkpointing. The signifi-
cance of this problem is demonstrated by the fact that the I/O gen-
erated by HDD-based checkpointing consumes nearly 80% of the
total file system usage even on today’s MPP systems [3], and the
checkpoint overhead accounts for over 25% of total application ex-
ecution time in a petaFLOPS system [5].

2.2 Solution: Local/GlobalHybrid Checkpoint
The main motivation of centralized global checkpointing is to

cover a wide range of failures including the complete failure of a
node (i.e., the global checkpoint can be used to start up a hot spare
to resume the execution). However, a thorough analysis of failure
rates of MPP systems shows that a majority of failures are transient
in nature [6] and can be recovered by a simple reboot operation. As
a result, a significant number of failures can be recovered by taking
a local checkpoint private to each node.
Therefore, in addition to taking global checkpoints, we propose

local checkpoints that periodically backup the state of each node
in their own private memory. Every node has a dedicated local
memory for storing its system state. Similar to its global coun-
terpart, the checkpointing is done in a coordinated fashion. We
assume that a global checkpoint is made from an existing local
checkpoint. This two-level hybrid checkpointing gives us an op-
portunity to tune the local to global checkpoint ratio based on fail-
ure types. For example, a system with high transient failures can

Table 1: The statistics of the failure root cause collected by
LANL during 1996-2005 [7]

Cause Occurrence Percentage
Hardware 14341 60.4%
Software 5361 22.6%
Network 421 1.8%
Human 149 0.6%
Facilities 362 1.5%

Undetermined 3105 13.1%
Total 23739 100%

be protected by frequent local checkpoints and a limited number
of expensive global checkpoints without losing performance. The
proposed local/global checkpointing is also effective in handling
failures during the checkpoint operation. Since the scheme does
not allow concurrent local and global checkpointing, there will al-
ways be a stable state for the system to rollback even when a fail-
ure occurs during the checkpointing process. The only time the
rollback operation is not possible is when a node fails completely
in the middle of making a global checkpoint. While such failure
events can be handled by maintaining multiple global copies, the
probability of a global failure in the middle of a global checkpoint
is less than 1%. Hence, we limit our proposal to a single copy of
local and global checkpoint.
Whether the MPP system can be recovered using a local check-

point after a failure depends on the failure type. In this work, all
the system failures are divided into two categories:
• Failures that can be recovered by local checkpoints: In this case,
the local checkpoint in the failure node is still accessible. If the
system error is a transient one, (i.e., soft error, accidental human
operation, or software bug), the MPP system can be simply re-
covered by rebooting the failure node using its local checkpoint.
If the system error is due to a software bug or hot plug/unplug,
the MPP system can also be recovered by simply rebooting or
migrating the computation task from one node to another node
using local checkpoints.

• Failures that have to be recovered by global checkpoints: In the
event of some permanent failures, the local checkpoint in the
failed node is not accessible any more. For example, if the CPU,
the I/O controller, or the local storage itself fails to work, the
local checkpoint information will be lost. This sort of failure
has to be protected by a global checkpoint, which requires stor-
ing system state in either neighboring nodes or a global storage
medium.
As a hierarchical approach, whenever the system fails, the sys-

tem will first try to recover from local checkpoints. If one of the
local checkpoints is not accessible, the system recovery mechanism
will restart from the global checkpoint.

2.3 System Failure Category Analysis
In order to learn what percentage of the failures can be recovered

by local checkpointing, we studied the failure events collected by
the Los Alamos National Laboratory (LANL) during 1996-2005 [7].
The data covers 22 high-performance computing systems, includ-
ing a total of 4,750 machines and 24,101 processors. The statistics
of the failure root cause are shown in Table 1.
We conservatively assume that undetermined failures have to

rely on global checkpoints for recovery, and assume that the failures
caused by software, network, human, and facilities can be protected
by local checkpoints:
• If nodes halt due to software failures or human mal-manipulation,
we assume some mechanisms (i.e., timeout) can detect these fail-
ures and the failure node will be rebooted automatically.



Overview of checkpoint/restart

• Simplest, most intuitive fault tolerance technique
• Save the memory state. After a crash, restore saved state

• Checkpoint/restart is getting harder at exascale

3
Today Exascale
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MTBF

Checkpoint Time

Frequent failures due to 
i. Increasing component count
ii. Decreasing feature sizes

Slower checkpointing due to 
i. Bigger applications, more data
ii. Faster cores, slow I/O

However…



Effective methods to reduce 
checkpointing time
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Multi-level checkpointing 
(in-memory, buddy, burst-buffers)

Compute Nodes
I/O 

Nodes
Parallel File System

& Storage Array

Use non-volatile memory
(flash-SSD, PCM, STT-MRAM)

“buddy”

burst buffer PFS

Checkpoint to PFS takes 15-30 minutes 
due to limited bandwidth



Non-volatile memories are speculative

Memory Storage Class 
Memory (SCM) Fast Storage Slow Storage

1ns – 100ns 100ns - 1µs 100µs ~10ms

DRAM
Bandwidth: GB/s
Durability: 10#$

COTS, expensive

PCM
Durability: 10% – 10#&
can’t buy, likely cheap

STT-MRAM
Durability: 10#'; can’t buy, cost unknown

Flash SSD
Bandwidth: MB/s - GB/s

Durability: 10( – 10'	
COTS, cheap/expensive

HDD
Bandwidth: MB/s

Durability: very high
COTS, cheap

ReRAM
Durability: 10% – 10#*; can’t buy, cheap/expensive

5
3D XPoint

Durability: unknown; can’t buy, cost unknown
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Let’s build a checkpoint framework 

on COTS devices

DRAM SSD



DRAM vs. SSD
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App.

✅ Fast
✅ High endurance (10#$ writes)
❌ Small capacity
❌ Volatile
❌ More susceptible to soft errors
❌ Less memory for apps
❌ High memory pressure

Node’s 
Local DRAM

Node’s 
Local SSD

Always Checkpointing to 
Ramdisk

App.

Always Checkpointing to 
SSD

✅ Non-volatile
✅ Capacious
✅ Cheap (71¢ per GB)
✅ Resilient to soft errors
✅ More memory for apps

❌ Slow
❌ Low endurance (10' write cycles)



OS (unhelpfully) optimizes SSD I/O
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compute
SSD I/O

What the application 
think is happening

What is 
really happening

OS hides I/O latency 
by writing to DRAM’s 

page cache

Delayed I/O 
flushing

compute
SSD I/O

chkpnt

Application thinks checkpoint is in SSD!
Checkpoint is volatile!



Hybrid DRAM-SSD checkpointing
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Memory

CPU

App.

Benefits from DRAM
✅ Speed
✅ Endurance

SSD Storage

Taking explicit control! 
compute

SSD I/O

Explicit checkpoint 
to DRAM

Explicit checkpoint 
to SSD w/ fsync()

Benefits from SSD
✅ Non-volatility / reliability
✅ Resilience for soft errors
✅ Capacity for big checkpoints

Balance reliability and speed

Best of both worlds



Outline

1. Balance reliability and speed
v Hybrid DRAM-SSD Checkpointing

2. Maintain SSD lifetime
v SSD lifetime-aware checkpoint controller

3. Protect DRAM checkpoints against soft errors
v Strong ECC for checkpoints in DRAM

10



Checkpoint Location Controller (CLC)

1. SSD Lifetime Estimation
Compare bandwidth to SSD PBW rating

2. Performance Loss Estimation
Compare slowdown to user-set bound

3. Checkpoint Size
Send large checkpoints always to SSD

Three Decision Parameters:

11

Compute CLC

Chkpnt
to DRAM

Chkpnt
to SSD

Endurance decay and/or 
bad performance

Large chkpnt 
size

Application 
Start

Application 
End Done chkpnt

Done chkpnt

Compute Phase Checkpoint Phase

Checkpoint!



Checkpoint Location Controller (CLC)
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e.g. rating = 10 petabytes written over 5 years

CLC disallows more than ~230 GB/hour

2. Performance Loss Estimation
Compare slowdown to user-set bound

3. Checkpoint Size
Send large checkpoints always to SSD

1. SSD Lifetime Estimation
Compare bandwidth to SSD PBW rating

Three Decision Parameters:

Compute CLC

Chkpnt
to DRAM

Chkpnt
to SSD

Endurance decay and/or 
bad performance

Large chkpnt 
size

Application 
Start

Application 
End Done chkpnt

Done chkpnt

Compute Phase Checkpoint Phase

Checkpoint!



Dual-ECC memory 
Normal ECC – protects regular 
data with low overhead

• Access one x4 DIMM
• ~
• 32 data + 4 ECC symbols

i. 2 symbol correction
ii. 4 symbol detection
iii. 1 symbol correction, 

3 symbol detection

Strong ECC– protects checkpoint 
data with Chipkill-level strength

• Access one x4 DIMM
• 16 data + 2 ECC symbols
• RS(18,16)   detects up to 2 failed chips

• IFF failure exists, trigger 2nd access
• Retrieve 1 more parity symbol
• RS(19,16)   corrects 1 symbol

13

Our choice.
Detection focused,

not chipkill

RS(36,32)
RS(18,16)

RS(19,16)

ECC



CLC improves SSD lifetime
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Hybrid checkpointing saves energy

15

11.4x

0x

2x

4x

6x

8x

10x

12x

14x

En
er

gy
 S

av
in

gs

Checkpoint size (MB) per MPI process

79W to DRAM

50W to SSD

DRAM consumes more power, but for a shorter time Hence, selective DRAM checkpointing 
saves energy

40 seconds

3 seconds



Hybrid checkpointing saves performance
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Baseline: no checkpointing
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CLC decreases performance loss
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Slowdown decreased to 1.37x 

(1.4x accounting strong ECC overhead)
Fewer checkpoints are written to the SSD
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Application results
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1.00x
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Lulesh

miniFE Lulesh

Parameters 528×512×768 45×45×45 

Setup 
64 MPI processes, 

8 nodes 
24GB/node 

Checkpoint sizes:
1 MPI proc: 

1 node:
App. Total: 

50 MB
400 MB
3.1 GB 

8 MB
64 MB
512 MB 

Baseline runtime 236 sec. 74,470 sec. 

Checkpoint 
behavior

once/iter, 
∼1 sec/iter, 
200 iters, 

once/iter, 
∼11 sec/iter,
6,499 iters

83%	to	SSD

19.3x 19.2x

1.2x 1.1x

Sl
ow

do
w

n

miniFE

Always SSD

CLC: lifetime

CLC: performance 
loss
Always Ramdisk

1%	to	SSD



Summary of contributions

• Low-risk checkpointing framework using COTS memory devices

• Fast and reliable hybrid DRAM-SSD checkpointing 

• Extends SSD lifetime with CLC
• Minimizes checkpointing overhead
• Saves energy

• Chipkill-level protection for checkpoints with dual-ECC memory
19



Backup Slides
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SSDs are slow

Microbenchmark

64 MPI processes on 8 nodes

checkpoints to local DRAM or SSD

every 5 seconds, for 100 iterations

21



CLC

ramdisk shares the main memory, its size must be limited to
avoid swapping from the disk. CLC directs all large check-
points to the SSD. However, if this decision conflicts with
the prior ‘lifetime’ and ‘performance loss’ decisions, then the
checkpoint is skipped altogether and the application moves
on until the next checkpoint interval.

The downside to this approach is that it reduces the num-
ber of checkpoints and increases the average rollback dis-
tance during recovery. A more severe outcome is unintended
uncoordinated checkpointing which can cause the applica-
tion to restart from the beginning if all the MPI processes
cannot agree on single synchronized checkpoint to roll back
to. To avoid such issues, the CLC can potentially be forced
to particular checkpoints.

3.3.4 CLC Library
Currently, the controller is written as a library that

is added to the application’s source code. It can inter-
face with existing application-level checkpointing mecha-
nisms and frameworks such as Scalable Checkpoint/Restart
(SCR) [19]. The algorithm used by the controller is pro-
vided below. Lines 2-3 call the lifetime estimation and per-
formance loss estimation features and lines 4-11 make a de-
cision based on their results. Lines 12-15 checks the check-
point size and skips writing large checkpoints to the ramdisk.
Lines 16-17 actually writes the checkpoint and updates the
checkpoint overhead measurement.

Algorithm 1 Checkpoint Location Controller (CLC)

1: function CLC(D, r, i). Where D - data, r - MPI rank,
i - chkpnt number

2: L

estimated

, L

expected

= lifetimeEstimation()
3: T

slowdown

= performanceEstimation(T
chk

, T

total

)
4: if L

estimated

> L

expected

then
5: loc = SSD

6: if T

slowdown

> bound then
7: loc = RAM

8: end if
9: else
10: loc = RAM

11: end if
12: size limit = TMPFS SIZE/numMPIRanks

13: if loc == RAM and sizeof(D) > size limit then
14: return
15: end if
16: writeCheckpoint(loc,D, r, i)
17: update(T

chk

)
18: end function

3.4 Recovery by Checkpoint Procedure
During restart, the application first searches for a check-

point file that has been saved by a previous run. An attempt
is always made to recover from the checkpoint in ramdisk.
If it finds the latest checkpoint in ramdisk, it begins read-
ing in that checkpoint. However, if the ECC logic signals
a detectable, but uncorrectable memory error, then the en-
tire ramdisk checkpoint is discarded. Information regarding
uncorrectable memory errors can be located by ‘edac’ (‘er-
ror detection and correction’) kernel modules in Linux. The
backup checkpoint file in the SSD is read in if the one in
memory was corrupt. The checkpoint in the SSD could be
older, leading to a longer rollback distance during recovery.

We assume that the SSD has strong ECC built-in that pro-
tects its checkpoint and that it is always reliable.

4. ECC DESIGN
The proposed dual-ECC mode memory system has nor-

mal ECC for regular data, and strong ECC, that is Chipkill-
Correct, for checkpoint data. A typical memory access to a
DDR3 x4 memory module containing 18 chips (16 for data
and 2 for ECC) reads out a data block of size 512 bits over
8 beats. A Chipkill-Correct scheme can correct errors due
to a single chip failure and detect errors due to two chip
failures. For x4 DRAM systems, such a scheme is based on
a 4-bit symbol code with 32 symbols for data and 4 sym-
bols for ECC parity and provides single symbol correction
and double symbol detection. It has to activate two ranks
with 18 chips per rank per memory access resulting in high
power consumption and poor timing performance [20, 21]. In
contrast, the proposed ECC schemes for regular and check-
point data only activate a single x4 DRAM rank and have
strong reliability due to the use of symbol-based codes that
have been tailored for this application. Reed-Solomon (RS)
codes are symbol based codes that provide strong correc-
tion and detection capability [22]. Here, we propose to use
RS codes over Galois Field (28) for both normal and strong
ECC modes.
Fault Model. When selecting the ECC algorithms for

normal and strong ECC, the type of failures and how they
manifest in the accessed data are considered. The DRAM
error characteristics are well analyzed in [23, 24, 25]. In
this work, we assumed errors are introduced by 5 di↵erent
faults (bit/column/pin/word/chip) [26]. A bit fault leads to
a single bit error in a data block. A column failure also leads
to a single bit error in a data block. A pin failure results
in 8 bit errors and these errors are all located in the same
data pin positions. A word failure corrupts 4 consecutive bit
errors in a single beat. A whole chip failure leads to 32 bit
errors (8 beats with 4 bits/beat) in a 512 bit data block.
Faults can also be classified into small granularity faults

(bit/column/pin/word) and large granularity faults (chip).
Several studies have shown that small granularity faults oc-
cur more frequently than large granularity faults and ac-
count for more than 70% among all DRAM faults [23, 24,
25]. Hence, errors due to small granularity faults should be
corrected with low latency in any ECC design.

beat 0
beat 1
beat 2
beat 3
beat 4
beat 5
beat 6
beat 7

x4 x4 x4 x4

Figure 5: The depicted normal ECC access reads 512 bits
from eighteen x4 chips, two of which are ECC chips. Two
beats are paired up to create 1 8-bit symbol per chip. The
first 4 and last 4 beats form two RS(36,32) codewords (green
and blue).

22



Check DRAM checkpoint for errors
Start Recovery

Latest 
checkpoint in 

DRAM?

Is DRAM 
checkpoint 
error-free?

Recover from the 
DRAM checkpoint

Recover from the 
SSD checkpoint

Yes No

Yes

No

Which is the best ECC 
to protect DRAM checkpoints?
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Modification to the Memory Controller
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Decoding latencies
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MPI process with only 1 second of computation in a check-
point interval. At a node level, 8 MPI processes write
400MB of checkpoints each iteration. As can be seen in
Figure 13a, the ‘always-SSD’ approach caused nearly a 19×
slowdown, as did the CLC with LE feature enabled. The
slowdown is a consequence of the frequent checkpoint be-
havior of this application. However the checkpoints were
small enough not to cause premature wearing out of the
SSD; hence, the CLC directed almost all checkpoints to the
SSD. Enabling the PLE feature with a bound of 10% was
able to decrease the slowdown to 1.2×, but then the CLC
directed almost all checkpoints to the ramdisk. In compari-
son the “9:1” scheme that sent 1 out of 10 checkpoints to the
SSD saw a 2.9× slowdown and ‘always-ramdisk’ approach
saw a 1.1× slowdown.
Figure 13b shows the results for Lulesh, which wrote very

small 8MB checkpoints per MPI process at a sufficiently
large interval of 11 seconds. Since the bandwidth to the
SSD is low enough so as not to cause accelerated endurance
decay, the CLC always chose the SSD. Enabling the PLE
feature reduced the performance loss from 17% down to 13%
by redirecting 17% of all checkpoints to the ramdisk. With
only 2% slowdown, Lulesh is an example of an application
that might be better suited for a static “9:1” scheme that
balances out both reliability and performance.

(a) miniFE (b) Lulesh

Figure 13: Neither miniFE nor Lulesh checkpoints with high
enough bandwidth to wear down the SSD; thus CLC’s LE
feature allows most checkpoints to the SSD. Enabling the
PLE feature, on the other hand, makes the CLC re-direct
most of miniFE’s checkpoints to the DRAM.

6.2 ECC Overhead & Error Coverage
The performance overhead of ECC on application runtime

were already included in results in Figures 8-13. This section
focuses on synthesis and error coverage results for ECC.

6.2.1 Synthesis Results
We synthesized the decoding units of RS(36,32),

RS(18,16) and RS(19,16) codes over GF(28) using 28nm
industry library. The syndrome calculation is performed
for every read and so we optimize it for very low la-
tency. The decoding latency of syndrome calculation is
0.48ns for RS(36,32) code and 0.41ns for RS(18,16) and
RS(19,16) codes. Thus the syndrome calculation latency is
less than one memory cycle (1.25ns if the DRAM frequency
is 800MHz).
For normal ECC, if syndrome vector is not a zero vec-

tor, RS(36,32) performs single symbol correction and triple
symbol detection. It takes an additional 0.47ns to correct
a single symbol error or declare that there are more errors.
For strong ECC, RS(18,16) is configured to only perform
detection. If the syndrome vector is not a zero vector, the

memory controller reads the third ECC symbol and forms
the RS(19,16) code. After calculating the syndrome vector
for RS(19,16), the decoder spends an additional 0.47ns to
correct a single symbol error and if it cannot correct the
error, it declares that there are more errors. The synthesis
results are shown in Table 3.

Table 3: Synthesis results for proposed RS codes

RS(36,32) RS(18,16) RS(19,16)
Syndrome 0.48ns (σ) 0.41ns (ρ) 0.41ns (ρ)
Calculation

Single Symbol Correction & N/A N/A ρ + 0.47ns
Double Symbol Detection

Single Symbol Correction & σ + 0.47ns N/A N/A
Triple Symbol Detection

Table 4: The error protection capability

Failure Mode RS(36,32) RS(18,16) RS(19,16) Chipkill-Correct
Single Chip Failures

1 bit DCE: 100% DCE: 0% DCE: 100% DCE: 100%
DUE: 0% DUE: 100% DUE: 0% DUE: 0%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 pin DCE: 100% DCE: 0% DCE: 100% DCE: 100%
DUE: 0% DUE: 100% DUE: 0% DUE: 0%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 word DCE: 100% DCE: 0% DCE: 100% DCE: 100%
DUE: 0% DUE: 100% DUE: 0% DUE: 0%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 chip DCE: 100% DCE: 0% DCE: 100% DCE: 100%
DUE: 0% DUE: 100% DUE: 0% DUE: 0%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

Double Chip Failures
1 bit + 1 bit DCE: 0% DCE: 0% DCE: 0% DCE: 0%

DUE: 100% DUE: 100% DUE: 100% DUE: 100%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 bit + 1 pin DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 100% DUE: 100% DUE: 100% DUE: 100%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 bit + 1 word DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 100% DUE: 100% DUE: 100% DUE: 100%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 bit + 1 chip DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 100% DUE: 100% DUE: 100% DUE: 100%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 pin + 1 word DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 100% DUE: 100% DUE: 100% DUE: 100%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 pin + 1 pin DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 99.9999% DUE: 100% DUE: 100% DUE: 100%
SDC: 0.0001% SDC: 0% SDC: 0% SDC: 0%

1 pin + 1 chip DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 99.9969% DUE: 100% DUE: 100% DUE: 100%
SDC: 0.0031% SDC: 0% SDC: 0% SDC: 0%

1 word + 1 word DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 100% DUE: 100% DUE: 100% DUE: 100%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 word + 1 chip DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 100% DUE: 100% DUE: 100% DUE: 100%
SDC: 0% SDC: 0% SDC: 0% SDC: 0%

1 chip + 1 chip DCE: 0% DCE: 0% DCE: 0% DCE: 0%
DUE: 99.9969% DUE: 100% DUE: 100% DUE: 100%
SDC: 0.0031% SDC: 0% SDC: 0% SDC: 0%

6.2.2 Error Coverage
The reliability of four ECC schemes, namely, RS(36,32)

for normal ECC, RS(18,16) and RS(19,16) for strong ECC,
and x4 Chipkill-Correct was evaluated. 10 million Monte
Carlo simulations for single bit, pin, word, and chip failure
events were conducted. Each fault type was injected into
a single chip or two chips. For each type of error event,
the corresponding detectable and correctable error (DCE)
rate, detectable but uncorrectable error (DUE) rate and
silent data corruption (SDC) rate [26] were calculated; Ta-
ble 4 gives the corresponding simulation results for these
four ECC codes.
RS(36,32) for normal ECC can correct all errors due to

small granularity faults and can detect all errors due to a


